Secret Server On Premise

Compare Editions

Installed On Premise Installed On Premise Installed On Premise
Secret Limit 500 Unlimited Unlimited
User Limit 100

Secure Vault and Password Manager

AES 256 Encryption v v v
Two Factor Authentication v v v
Role Based Access Control v v v
Folders & Permissions v v v
File Attachments v v v
Active Directory Integration v v v
RDP/PuTTY/Custom Launchers v v v
Web Password Filler v v v
Import / Export v v v
Smartphones and Devices v v v
Password “Hiding” v v v
Auditing & Reports v v v
Email Notifications v v v
Automatic Backups v v v
IP Address Restrictions v v v
Automation
patwre [ Eee | eeofeions | Promm |
Change Network Passwords v v
Heartbeat v v
Distributed Engine v v
Secret Policy v v
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Discovery

Feature Free Professional Premium
Discover Local Accounts
Discovery Rules Add-On Available
Discover & Manage Service Accounts Add-On Available
Enhanced Auditing and Reporting
Feature Free Professional Premium
Event Subscriptions
Scheduled Reports
Custom Reports Add-On Available
Added Compliance
Feature Free Professional Premium
FIPS Compliance Add-On Available
Secret Workflow
Feature Free Professional Premium
Require Comment
Request Access
Checkout (OTP)
DoubleLock Add-On Pack Available
Native Ticket System Integration
Integrations
Feature Free Professional Premium

Vulnerability Scanning Integration

CRM Integration Add-On Available
SAML Integration Add-On Available
SIEM Integration Add-On Available
HSM Integration Add-On Available Add-On Available
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Session Monitoring & Control

Feature Free Professional Premium

Proxying v v

Session Recording

Session Monitoring Add-On Pack Available Add-On Pack Available

Keystroke Logging

Privilege Manager for UNIX Add-On Available Add-On Available
Advanced Scripting

Feature Free Professional Premium

Web Services API v

Application Server API Add-On Available Add-On Available

PowerShell Passwording Changing

PowerShell Dependencies

SQL Dependencies Add-On Pack Available Add-On Pack Available

SSH Dependencies

Custom Ticket System Integration

Disaster Recovery
Feature Free Professional Premium
Unlimited Admin / Break Glass v v v
High Availability / Clustering Add-On Available Add-On Available
Geo-Replication* Add-On Available Add-On Available

*Geo-Replication requires the High Availability Add-On
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