Use of stolen creds

Use of backdoor or C2
Exploit vuln

Brute force

Buffer overflow

Abuse of functionality

Figure 13. Top hacking action varieties in breaches (n=756)

Verizon 2019 Data Breach Investigations Report
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Export data
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Incident Count

Palo Alto’s Report “Credential-Based Attacks”
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SNIPR 14.7.2556.0

Account Checker
@ Check your combolists against many websites!
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Credential Abuse Attack Sources - EMEA
November 2017 - September 2019

Malicious Logins

Less than 100K
100K - 1 millien
1 million - 10 million

10 million - 100 million

100 miillion - 1 billion

1 billion - 10 billion
Greater than 10 billion
No data

Top Source Areas - EMEA

https://www.akamai.com/us/en/multimedia/documents/state-of-the-internet/soti-security-a-year-

in-review-report-2019.pdf



https://www.akamai.com/us/en/multimedia/documents/state-of-the-internet/soti-security-a-year-in-review-report-2019.pdf

,43% of all logins seen by Akamai
were attempts to log in to an
account using password guessing or
account details gathered from

L~
3] PRGN
elsewhere on the Internet. 1 <
rd
https://www.akamai.com/us/en/multimedia/documents
/state-of-the-internet/q4-2017-state-of-the-internet- / \/

security-report.pdf
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5 DAMLONESSIR  PIOREOHESKTR MGEVADICHEN  OOWBDTOOLS  HASICHT

Every decision is made to make the experience better for the user. Design Language was
originally using Material-Like design but has drifted to a more personal style. It uses the
combined power of native JavaScript and AngularJs.

PEPR  \ccosrocomn  COMGONTR  OWLOGOIR PGSO MOCAMTNR  CMDMTONS  ASAT

ac Texl-Funclion Builder
Frexry O (Mt 1)
General
The: oedies e sencer dhe 1o furclions. Make sure e 1o funcions heve te 4 mallen numbssr so deisy ehained seat lusesons ender T

| Login Request

Profile Page

Request Settings

sarhad
Subscription Page PoaT

(LT = The Profile-Editor tab conveniently gives you a ton of tool's to quickly create a

Login Request

O i et onreient e Profile with explanation's of each field present.

It Y sacure. nat wwecomyworkfiow do
LR Lo sserd e Aizucsd to. (MUST cosfoim wilh UR| spoclicabom, m!uﬂ.uxlxﬁullnnj
Supgails IS, PASSs, Texl Murclion
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lnnifin 5 £ Feliiresimssin BT 1 P WA oA A el W AT T O ANLETRAL I8

4 Process Memory (MB) ¥ GC ¥ Snapshot @ Private Bytes
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SNIPR read's Comba's from Combolist files as they are required instead of all at once Nt S DENT 1t Nomory
0

unlike competitor software. This allows SNIPR to use very little memory when using even
the biggest of files.




Honnan
szivarognak az accountok? - infected users

Predator stealer

Jelszvakra specializalt malware
100-200 USD az ara

Verzid frissitések

= GUI

SpyCloud




ATO életciklus

e N PN
‘ ‘ Team buys : =
vulnerability. © Stolen credentials used in
Hacker Org is Team sells combolists
discovers vulnerability breach(_ed. credentials in
Credentials HUMINT to recover underground
are sgolen. stolendata Team shares
stolen credentials
within their
T community
DayO Day?2 Day4 Day500
1 Attacker Team of Attackers

EXPOSURE —)

WINDOW

WINDOW

EXPOSURE —l



Spycloud vs publikus

'"--have i been pwned?

Check if you have an account that has been compromised in a data breach

102+ 21+

BILLION BILLION

Recovered Breach Total
Assets Passwords

email address pwned? ‘

@ Generate secure, unique passwords for every account = Learn more at 1Password.com

90+

Breach Sources
Collected Per
Week

9,620,883,035 112,421 135,051,493

pwned accounts nastes p unt




Mennyire aktualis?

Homeoffice =
= Cloud/SaaS szolgaltatasok eloretorése
= Feliigyelet nélkiili, patcheletlen gépek

= Megosztott gép hasznalat
= Covid Phising
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Hogyan vedekezzink

= 2FA

= Oktatas, szabalyzatok, webes higiénia (Scirge?)

= Jelsz6 manager szoftverek, akar magan hasznalatra is

= Proaktiv ATO felderités -> SpyCloud, Haweibeenpawned?

= Jelsz6 policy ujra tervezése (90 nap, Priviliged Account Management?)

'd
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1,072

Domain Breach Exposure Details
Domain:

A

3 Days 0

[= - =]
o0
oooo0

Total Company Records Last Exposed Potential Executive

Exposed
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Credentials Exposed

https://spycloud.com/check-your-exposure/
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https://spycloud.com/check-your-exposure/

A Big Data probléma

Hasonlo usernevek

mrniceguy®@gmail.com -> mrniceguy@yahoo.com

Hasonl6 jelszavak (jelszé policy!)
Tutijelszo1234 -> Tut1j31sz01234 -> tutijelszo4321

Azonos hostrol/IP-rél szarmazé jelszavak
Titkos kérdés/valasz, azonos cim,

azonos recovery email, telefonszam, nicknév

Stb. Stb. Stb. Stb -> korlatlan korrelacio
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